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Introduction 
 

Public Wi-Fi access is a ubiquitous part of networked life in the modern internet. Wi-Fi hotspots provide fast and 

convenient internet access for the general public at locations such as coffee shops, libraries and community centres, 

transportation hubs, and private commercial/social spaces. However public Wi-Fi also provides cyber criminals with 

a number of convenient attack routes which have been well documented by security researchers. 

This assessment aims to:  

1) Bring together an overview of those attack routes in order to provide a coherent description of the nature of 
the threat(s) posed by public Wi-Fi use in the UK. 

2) Present open source research to quantify the scale and spread of public internet access points throughout 
the UK. 

3) Present research into Action Fraud reported crime to determine the approximate number of cyber crimes 
which have taken place through this attack vector, and the approximate monetary losses associated with 
these reports. 

4) Provide a basis for the production of protect messaging to be distributed to owners and operators of 
establishments across the UK at which members of the public regularly access public Wi-Fi. 

 
This report uses the cyber attack “Kill Chain” as a reference point to understand a cyber attack in its constituent 
parts and to inform effective mitigation strategies based upon that understanding. An example of this model is given 
below for reference. 
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SECTION 1 - THE NATURE OF THE THREAT POSED BY PUBLIC WI-FI 

This section outlines some basic technical details on the most well known techniques for using public Wi-Fi spots as 

an effective attack route against unsuspecting users. It also introduces some of the tools available to would-be 

attackers who wish to employ these techniques, and discusses the technology and expertise needed to do so 

effectively. 

 

Public Wi-Fi security threats – Man in the Middle Attacks: Delivery 

The same features that make free Wi-Fi hotspots desirable for members of the public make them desirable for 

hackers; namely, that the process of establishing a connection is relatively quick and easy and often requires no 

authentication to join a network. This creates a great opportunity for hackers to get unfettered access to unsecured 

devices on the same network. Private and public sector employees using Wi-Fi hotspots available at their workplace 

are also an easy target for cyber criminals.1 

The attack vectors below are all considered as a Man-in-the-Middle (MITM) attack which relies on establishing 

connection to victims’ machines and redirecting the communication flows through the host performing the attack. 

The end result is that the attacking host can not only intercept sensitive data such as important emails, credit card 

information and even security credentials of the user’s business network, but can also manipulate a data stream to 

gain further control over its victims. 

MITM attacks can be implemented through a variety of malicious techniques including setting up a spoof Wi-Fi 

hotspot, Address Resolution Protocol (ARP) cache poisoning, Domain Naming System (DNS) spoofing or Secure 

Sockets Layer (SSL) hijacking.  

“Evil Twin” access points: Reconnaissance 

Spoof Wi-Fi hotspots (also known as ‘Evil Twin’ access points) pose as legitimate hotspots in order to eavesdrop on 

wireless communication. The attacker can fool wireless users into connecting to their hotspot by giving it the same 

name as the genuine network on the premises or by offering stronger signal. Although Evil Twin hotspots can be 

easily set up by, for example, using a laptop with a wireless card that acts as a Wi-Fi access point, they are hard to 

trace since they can quickly be shut off. They can be configured to pass the traffic through to the legitimate access 

point (router) while monitoring the victim's traffic; it can simply say the network is temporarily unavailable after 

obtaining desirable information by the attacker; or be used to deploy further tools to gain more control over the 

compromised users. 

                                                           
1 http://usa.kaspersky.com/internet-security-center/internet-safety/public-wifi-risks 
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ARP Spoofing: Reconnaissance 
 

Address Resolution Protocol (ARP) spoofing serves a similar purpose to spoofed Wi-Fi hotspots in that that it allows 

for eavesdropping on network traffic and for further exploitation of vulnerable devices within the network. The 

below diagram shows how the attacker hijacks an ARP process between two hosts and redirects the traffic between 

them via the attacker’s machine. 
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DNS Spoofing  Installation / Communication / Remittance 

Domain Name System (DNS) spoofing is a technique used to supply false DNS information to a host so that when 

they attempt to browse, for example, www.abcbank.com at the IP address XXX.XX.XX.XX they are actually directed 

to a fake www.abcbank.com residing at IP address YYY.YY.YY.YY, which an attacker has created in order to steal 

sensitive information from unsuspecting users. The process of executing DNS spoofing can also be carried out quite 

easily and the below diagram provides a basic overview of how it works. As the below diagram shows, to successfully 

implement DNS spoofing in the Wi-Fi environment it is a prerequisite that traffic from the victim’s device flows via 

the attacker’s machine (either via poisoned ARP cache or spoofed Wi-Fi hotspot). 
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SSL Hijacking:  Installation / Communication / Remittance 

Secure Socket Layer (SSL) hijacking is one of the most potent MITM attacks because it acts on what we think is a 

secure connection and makes it completely insecure. SSL hijacking aims to remove HTTPS encryption from a website, 

so when the victim visits their bank’s website, they are redirected to an unencrypted HTTP version. As with the 

previous diagram, SSL hijacking can only be carried out on those devices whose traffic is being sniffed by the 

attacker.  

 

There is a wide variety of tools and software programs readily available on the internet for free which enable MITM 

attacks to be performed on networks. The majority of these pieces of software are designed to be used for network 

security and monitoring but they can also be exploited for malicious purposes. Programs such as “WireShark” and 

“Cain and Abel” allow for basic sniffing of the network traffic. Other programs such as “Backtrack4”, “SSLstrip” and 

“Ettercap” are more sophisticated in their content and enable to perform a range of different types of MITM attacks 

such as those described above. 

As well as the software, there is also a wide range of guides and tutorials available on the open internet, which 

makes those programmes relatively easy to utilise even by so called ‘script kiddies’ who have little or no background 

in computers and programming. 
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SECTION 2 - THE SCALE AND SPREAD OF PUBLIC WI-FI IN THE UK 

This section provides an overview of the socio-geographic distribution of public internet access spots in the UK, 

giving details of the types and number of locations where public Wi-Fi is generally provided and used, as well as the 

types of activities that users perform via public Wi-Fi together with their attitudes towards public Wi-Fi network 

security. 

Typical uses of public Wi-Fi and attitudes towards security 

Emailing, social networking and internet browsing are the most frequently-cited activities carried out by the 

respondents after connecting to a Wi-Fi network outside a home environment. Below is a breakdown of public Wi-Fi 

use by the type of activity including reference to activities carried out on regular and one-off basis by users of public 

Wi-Fi hotspots.2 

 

The most concerning uses of public Wi-Fi from an internet safety point of view are marked by a skull and bones icon; 

of particular note are online banking, online shopping and downloading of apps- three activities which should only 

be carried out in safe spaces. However, it is important to bear in mind that all activity using public Wi-Fi, no matter 

how innocuous, carries an inherent danger. 

                                                           
2
 The Communication Market Report 2014, Ofcom, http://stakeholders.ofcom.org.uk/binaries/research/cmr/cmr14/2014_UK_CMR.pdf 
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This shows that a whole host of valuable and personal data and transaction details can be carried across public 

networks. Despite this, general attitudes towards security when using public Wi-Fi networks are alarmingly relaxed 

according to a 2014 survey by Ofcom, with the overwhelming majority of respondents showing little to no concern 

or awareness of the dangers in using this technology.  

 

Places where public Wi-Fi is accessed 

Public access Wi-Fi networks can be found in a multitude of places including: 

 Transport Hubs & Onboard Transport - e.g. Airports, Train Stations, TFL Stations, Bus Stations, Thames 
Clipper Piers and Boats, Trains, Buses, Motorway service stations 

 Restaurants, Bars, Coffee Shops, Takeaways, Pubs 

 Theme Parks, Sports Stadiums, Music Venues, Exhibition Centres 

 Shopping Centres, Chain Stores 

 Hotels, Conferencing Facilities 

 Municipal Facilities – Council Buildings, Libraries, Museums 

 Universities, Colleges, Schools, GP Surgeries, Hospitals, Medical Centres 

 Many city councils and local authorities also provide city wide free Wi-Fi access 
 

According to iPass, which is the largest public Wi-Fi hotspot provider in the world, by the end of 2015 there will be 

over 269,000 public Wi-Fi hotspots in the UK compared to 202,944 hotspots available at the end of 2014 (33% 

increase).3 iPass estimates that, out of the total number of public Wi-Fi hotspots in the UK by the end of 2015, the 

biggest providers will be retail outlets and venues with over 98,000, cafes with over 63,000 and hotels with nearly 

19,000 free internet zones available to the public.4 

                                                           
3 The figure does not include Wi-Fi hotspots available at places of work as well as so called ‘community hotspots’ provided by home routers. 

4 Wi-Fi Growth Map, iPass, https://www.ipass.com/wifi-growth-map/ 
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The growing availability of public Wi-Fi zones can also be attributed to government initiatives such as 

SuperConnected Cities which, by the end of March 2015, transformed over 1,000 public buildings and 1,200 buses, 

trams and trains across 22 UK cities into free internet hotspots.5  

The 2014 Ofcom Communication Report also provides the latest overview of the use of public Wi-Fi services in the 

UK.6 The data obtained from Ofcom survey shows that 78% of respondents who connected to Wi-Fi hotspots outside 

home environment used free Wi-Fi hotspots, 27% used hotspots included with their mobile phone contract, 12% 

used hotspots included with their home broadband package, 4% used Wi-Fi Pay as You Go and 4% used a separate 

subscription service. 15% of survey respondents used Wi-Fi hotspots available at work or a place of study, 14% while 

travelling and 11% when in a public place. As the below chart shows, cafes, bars, hotels and restaurants were the 

most frequently-citied public places where members of the public accessed Wi-Fi.  

 

                                                           
5 https://www.gov.uk/government/publications/2010-to-2015-government-policy-broadband-investment/2010-to-2015-government-policy-broadband-
investment 
6
 The Communication Market Report 2014, Ofcom, http://stakeholders.ofcom.org.uk/binaries/research/cmr/cmr14/2014_UK_CMR.pdf 
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SECTION 3 – RECORDED IMPACT ON VICTIMS 

Cyber attacks carried out via public Wi-Fi networks remain heavily underreported, and cyber crimes which are 

reported via Action Fraud often lack specific reference to public Wi-Fi networks as being a vector for the crime. The 

primary cause of this issue can include failure to determine the time of the initial cyber attack as well as difficulties 

to recognise that a cyber attack over a public Wi-Fi hotspot might have acted as an enabler in fraud reported by the 

victim.  

During the period of 01/01/2010 to 31/09/2015, there have been 33 reports made to Action Fraud in which public 

Wi-Fi hotspots were explicitly mentioned by the victims as the route used to perpetrate a cyber attack and fraud 

against them. From the obtained dataset, 33% of the cases related to different forms of hacking and 33% to malware 

infections (with ransomware being the most prevalent attack). 24% of the reports related to a compromise of online 

banking credentials and 3% to mandate fraud, which both amounted to 65% and 32% of the total reported financial 

loss, respectively. 

Monetary loss to the victim is only one consequence of this type of crime; people who have been victims of cyber 

crime suffer losses in other ways such as psychological trauma and damage to their health and wellbeing. Based on 

the dataset obtained from Action Fraud, the below chart illustrates the reported impact on victims as a result of 

cyber attacks carried out against them via public Wi-Fi network. 
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In addition, public Wi-Fi attacks can also cause a major reputational risk to the proprietors of public Wi-Fi hotspots, 

especially for locations that rely on this service for custom, such as internet cafes.   
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THE DO’S AND DON’TS OF PUBLIC WI-FI 

 

DO 

 Exercise caution and verify the authenticity of a Wi-Fi network before 
logging onto it 

 Use a trusted VPN service in order to secure your traffic 

 Use mobile data services such as 4G in preference to public Wi-Fi 
wherever possible 

 Raise any concerns or suspicions with the manager of the organisation or 
the police 

 

 

DON’T 

 Download applications to your smart phone, tablet, or personal computer 

 Install any updates to programs on your computer while on a public Wi-Fi 
connection 

 Access sensitive information including online banking services on public 
Wi-Fi 

 Give personal details or credit card details to any site while browsing on 
public Wi-Fi 
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GLOSSARY 
 

Term Description 

Address Resolution 
Protocol (ARP) 

This is the networking protocol by which devices on a Wi-Fi network are notified of 
which device on the network is the outside gateway to the internet. 

Cache A cache is a repository of data which applications use to store information important 
to their operation. Cache poisoning is the act of altering this data in order to interfere 
with or compromise a program. 

Domain Naming System 
(DNS) 

This is the system used to pair machine readable IP addresses with human readable 
"Domain Names" such as example.com. The DNS system is one of the backbones of 
the modern internet.  

Hyper Text Transfer 
Protocol (HTTP) 

This is the protocol used to transmit web traffic from a website to a visitor to the site. 
It is effectively the default form of traffic which makes up the world wide web.  

Man in the Middle 
(MITM) Attack 

This is an attack type whereby an attacker intercepts communications between two 
end points by impersonating both participants to each other. There are many 
different types of man in the middle attacks. 

Media Access Control 
(MAC) Address 

The MAC address is an address specific to each device which is used to differentiate 
between that device and other devices in a Local Area Network (LAN) 

Secure Sockets Layer 
(SSL) 

This is a protocol used to secure internet traffic with strong encryption. It is usually 
implemented alongside HTTP as HTTPS. 

Spoofing  Spoofing is the impersonation of an email address, telephone number, or identity by 
falsifying a specific part of a communication packet. 

 

 


