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Fraud and misconduct risks arising from COVID-19
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The risk environment

2020 Deloitte LLP. All rights reserved. Fraud and misconduct risks arising from COVID-19 4




Fraud and misconduct risks arising from COVID-19
The COVID-19 landscape brings with it a number of challenges which increase the likelihood of fraud and misconduct

Restrictions on travel

Changes to
business as usual
(BAU) processes
and procedures

Business disruption
and increased
business pressures

Resource challenges Coupled with

Motive and Fraud may be

opportunity to rationalised as

commit fraud necessary for
increases business survival

Remote working

© 2020 Deloitte LLP. All rights reserved. Fraud and misconduct risks arising from COVID-19



Fraud and misconduct risks arising from COVID-19

Potential areas in which a weakened control environment may be exploited

|
|
. \at-\ons of bribery, COrryp s
N

: ) i
and sanctions |Eg'$’ation On

Policies and @ . i
procedures may ;
no longer be fit

for purpose

SN\ T
2020 Deloitte LLP. All rights reserved.

Fraud and misconduct risks arising from COVID-19



Fraud and misconduct risks arising from COVID-19
Manipulation of financial information

Desire to improve going

concern assessment

Pressure to assist in A
capital raising

May lead to

Exaggeration of financial
performance and balance sheet
strength

Avoiding breaching loan

covenants

Seeking personal financial :ll
gain El
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Mitigating the risks
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Fraud and misconduct risks arising from COVID-19
Strong governance, compliance and control frameworks remain are key

How have corporates responded to the
COVID-19 environment and adapted their

control framework?
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Fraud and misconduct risks arising from COVID-19
Strong governance, compliance and control frameworks remain are key

Primary responsibility for the prevention and detection of fraud rests with both those charged with governance of the entity
and management

The Brydon Report recently recommended that there be:
1) a new reporting duty on directors to set out the actions they have taken each year to prevent and detect material fraud

2) a corresponding new duty on the auditor to state in its report how it has assured the directors’ statement on material
fraud, and what additional steps it has taken to assess the effectiveness of the relevant controls and to detect any such fraud

Boards need to ensure they are managing financial statement misstatement, fraud and misconduct risk with appropriate
robustness
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Fraud and misconduct risks arising from COVID-19
Utilising advanced digital technology enables companies to proactively detect and investigate potential issues before

they escalate into crisis
digital specific issues
° o0 Highly  evidence Advanced evidence captures
iR Accessibility of data increasing distributed beforeitis
_h—
workforces lost and make
create intelligence-
challenges led decisions (data in one place)
that prevent

Employee conduct Confidentiality breache Covert investigations E Insider trading
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Fraud and misconduct risks arising from COVID-19
Using advanced data analytics to detect bribery and corruption risks

Rules-based - You know what you are looking for: Supervised learning — You don’t know exactly what you are looking for: “/ know that

Traditional “I know what thresholds and other controls my Machine my organisation was defrauded, but | don’t know if | found all similar instances.”

Vs.

rules-based red L S . i
flag systems organisation deploys, so I'd like to design tests that learning Unsupervised learning — You don’t even know you need to look for it: “We have large

explore manipulation there.”

amounts of data, but what might be happening in my blind spots?"

Bribery & Corruption example:

Scheme: Individual A at Company A bribes a public official to include technical specifications of Company A’s products in Data: Where can indicators be found?

a public tender, by paying for a personal flight.

Gifts and T , 1 ° 1.Gifts and entertainments rules-
hospitality So y = i based data analysis could flag the gift.

J

e 2. Communications analysis using
supervised learning could reveal
suspicious conversation between

Technical specificati

Public Official Healthcare providers

of Company A’s prod Public Official and Individual A.
4. Network graphs
3. Unsupervised learning * 3. Unsupervised learning to cluster
2. Supervised learning company A’s technical product
Individual A < Tech specs suspiciously similar documentation and tender

1. Rules-based detection
Flight expense for public official

“Pls call me on my personal to tender documentation could reveal suspicious
number’ similarities.
Award i - .
e < Public tender Company B * 4. Joining the dots in a network graph

could reveal the scheme.

i Bid
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Investigating remotely
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Remote investigation challenges
How can you work out what’s happened, when you are working remotely?

Stages of investigation

Gathering Analysis &

Reporting &
I p 4

Scopin : . : :
pIng information interpretation follow-up

Investigation challenges

ACCESS SEECIRONIC MEETINGS COMMUNICATION lelilys TECHNOLOGY RECOVERY
DATA PRODUCT ISSUES
) ° ° ° ) ) )
F‘_':'[ s s oo z z

* Data ¢ Data capture * Fact-finding meetings * Within the * Sharing * Remote working * Respond to the
* Office/s * Processing * Interviews ; Investigation team * Reviewing * New software investigation findings
* People |+ Review i+ Withkey |« Storing * Update controls,

: stakeholders : policies, procedures
* Physical records

° ° ° ° ° °
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Fraud and misconduct risks arising from COVID-19
Adapting your investigation approach to the current working environment is key
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Fraud and misconduct risks arising from COVID-19
Document and case management

Brainspace

* Efficiently manage the review of electronic documents * Investigative tool that is complementary to Relativity

* Record key case information and store investigation working papers * Machine learning to get to the key information fast

Homepage CASE MANAGEMENT A o~ i MENTS ADMINISTRATION DELOITTE REPORTS

Case Report Employee e Acfions
Cons Lapot 7 | 7 [ [ o [ oo | cotrormoss | vowrst —

Report Information

Unique ID: Report 001_An unsupported payment idenfified to a supplier in Allegation/issue: Bribery = Cerruption; Accounting Fraud;
restricted country.
Date Reported: 01/03/2013 Assigned to: Phuong
Priority: High Status: In Progress
Employee (Employee - Link) m nfink — @ BH | ftems| 1 -1 (of1
Name Job Title Department Email Contact
(ALY | (Al (Al v | A v | A Michael Driscoll

o Edit Jane Smith Manager Global Sales + Markets

0 Selecied ltem(s) Select Pag
Case Actions (Case Action_Link) [T [[Eg) v @ T W | tems| 1 [-1(of1
] Name Description Due Date Status
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Summary and close
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Fraud and misconduct risks arising from COVID-19
Summary and close

The risk environment

* COVID-19 created an increased risk environment for most businesses

* Risks are diverse and range from low value but higher volume activity, to specific instances of fraud, cyber
incidents, bribery, corruption and misconduct

Mitigating the risks

* Maintaining strong governance, compliance and control frameworks is key
* Tools can be utilised to scan for risks, and leverage capabilities of compliance and investigation teams

Being prepared to act

* |nvestigating in the new working environment brings with it a new set of challenges

* Adapting the investigation approach to the current working environment and effectively utilising the raft of
technological solutions which are available enables investigations teams to adapt
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Fraud and misconduct risks arising from COVID-19

Questions
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This publication has been written in general terms and we recommend that you obtain professional advice before acting or refraining from action on any of the contents
of this publication. Deloitte LLP accepts no liability for any loss occasioned to any person acting or refraining from action as a result of any material in this publication.
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