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Why am I here?

• Threats and motivations

• The Police and the Policing structure

• Support available and general advice



Cyber / Crime






Why is 
Cybercrime important?

• The UK 

• Business and Charities

• Because its Personal



• The Problem

• The Target

• The Prevention

The Routine Activity Theory





The Web



The 5 W - H of Cybercrime

(Lagazio, Sherif and Cushman, 2014)



Ransomware & DDOS

(NCSC, 2018)



Data Breach

(NCSC, 2018)



Supply Chain



Fake News



What?

• Ransomware and DDOS

• Data Breach

• Supply chain compromise

• Fake News

(NCSC, 2018)



Continuing & Future threats

• Cryptojacking 

• Supply chain compromises 

• Increased use of worms 

• Internet of Things 

• Cloud security 

(NCSC, 2018)



• Identity

• Financial

• Competitive Advantage

• Fame / Kudos

• Hacktivism

Why?

(Yip, Webber and Shadbolt, 2013)



Who?

• Insider

• Experimenters and Gamers

• Hacktivist

• Businesses

• Nation States
(Yip, Webber and Shadbolt, 2013)



• Organisation
Money
Data / Identification
Zombie

• Individual
Money
Data /  Identification
Zombie

The Target

(Wesley and Ndofor, 2013)



Two vulnerabilities

• Human

• Technical

(Eisen, 2010)

Organisational Target



Individual Target

Vulnerabilities

• Technical 

• Emotionally

(Bossler and Holt, 2010)



Joseph Edwards 



Where?

• North Korea

• China

• Russia

• Others

(Roche and Blaine, 2014)



Birmingham



Kidderminster



Solihull



When?

• Disaster

• During Elections

• Financial upturns

• Seasonal

• Moments of Weakness

(Stout, 2018)



How?

• Technologically

• Human Interaction

(Cramer, Nobles, Amacker and Dovoedo, 
2013)



The Dark Web



The Dark Web



The Dark Web



Technologically

• Malicious Software

• Virus

• Worms

• Phishing

(NCSC, 2018)



Phishing

• Phishing

• Spear Phishing

• Whale Phishing

• SMishing

• Vishing

(NCSC, 2018)



Phishing

Don’t click on 
links within 

emails!



The aims of Phishing



• Social Engineering

• Open Source Intelligence

Human Interaction

(Rader, and Rahman, 2015)



People Hacking






The Policing Contribution ………….



Regional and National 
Policing Structures





What would you do?

• Disaster recovery plan?

– Key players to execute the plan?

• Communication methods internally and externally?

• Do you know how and who to report to if attacked?

• Critical partners? (Data, infrastructure)

– Are they contractually obliged to assist and cooperate?

• Data backup strategy?



Current Challenges



Crime Scene



The New Crime Scene





Private Policing

• Financial Institutes

• Internet Service Providers

• Facebook, Amazon, 

Netflix and Google 

(FANGs) 

(Wesley and Ndofor, 2013)



Societal Policing

You

(Wall, 2007)



Support ………………..



Reporting

We encourage the reporting of Cyber Crime through the National 
Reporting mechanism www.actionfraud.police.uk (24 hours)

http://www.actionfraud.police.uk/


Resources

Cyber Security Information Sharing Partnership
(www.ncsc.gov.uk/cisp) 

http://www.ncsc.gov.uk/cisp
https://www.ncsc.gov.uk/cisp
https://www.ncsc.gov.uk/cisp


Resources
National Cyber Security Centre

(www.ncsc.gov.uk) 

http://www.ncsc.gov.uk/


Resources

Get Safe Online (www.getsafeonline.org)

http://www.getsafeonline.org/


Resources

Cyber Aware (www.cyberaware.gov.uk)

http://www.cyberaware.gov.uk/


General advice

• Password Hygiene
• Anti Malware / Internet Security Software
• Firewall
• Update and Migrate

• Data Encryption
• Data Recovery (Backups)

• User Accounts and Privileges
• Photographs and Memes
• Public Wi-Fi 



1)  123456
2)  123456789
3)  qwerty
4)  12345678
5)  111111
6)  1234567890
7)  1234567
8)  password
9)  123123
10)  987654321

Top Ten Passwords



Support

Cyber Essentials

(www.cyberessentials.ncsc.gov.uk)

http://www.cyberessentials.ncsc.gov.uk/


Controls

1. Boundary controls

2. Secure configuration

3. Access Control

4. Anti virus

5. Patch Management



Real World Cyber attack



The Fantastic Four

• Always consider the 5wh

• Strong Passwords

• Online Activity

• Email



Please Surf Safely

Questions?
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